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Abstract—The Internet of Things (IoT) is increasingly empow-
ering people with an interconnected world of physical objects
ranging from smart buildings to portable smart devices such as
wearables. With the recent advances in mobile sensing, wearables
have become a rich collection of portable sensors and are able
to provide various types of services including health and fitness
tracking, financial transactions, and unlocking smart locks and
vehicles. Existing explicit authentication approaches (i.e., PINs or
pattern locks) suffer from several limitations including limited
display size, shoulder surfing, and recall burden. Oftentimes,
users completely disable security features out of convenience.
Therefore, there is a need for a burden-free (implicit) authen-
tication mechanism for wearable device users based on easily
obtainable biometric data. In this paper, we present an implicit
wearable device user authentication mechanism using combina-
tions of three types of coarse-grained minute-level biometrics:
behavioral (step counts), physiological (heart rate), and hybrid
(calorie burn and metabolic equivalent of task). From our
analysis of 421 Fitbit users from a two-year long health study, we
are able to authenticate subjects with average accuracy values
of around 92% and 88% during sedentary and non-sedentary
periods, respectively. Our findings also show that (a) behavioral
biometrics do not work well during sedentary periods and (b)
hybrid biometrics typically perform better than other biometrics.
I. INTRODUCTION
With the rise of the Internet of Things (IoT), we are now
able to remotely monitor and control physical objects, such
as vehicles, buildings, health sensors, and many other smart
devices. One specific example of such smart devices are
wearables, with their ever improving sensing capabilities and
network connectivity. Wrist-worn smart devices, such as fit-
ness bands or smartwatches, are used for an increasing number
of applications, including user identification for third party
services [1], creating a vault for sensitive information (i.e.,
passwords, credit card information) [2], unlocking vehicles [2],
accessing phones and other paired devices, managing financial
payments [3], health and fitness tracking, and monitoring of
other individuals (e.g., child monitoring or fall detection of
elderly people).
While providing these new applications, wearables also
introduce various new security and privacy challenges. For
example, unauthorized access to a wearable device can pro-
vide an attacker with access to IoT systems controlled and
monitored by the wearable [4], [5]. Wearables often also
collect and store significant amounts of personal (and con-
fidential) user data, which need to be protected from theft.
As a consequence, it is essential to provide authentication
and security mechanisms for these devices. Existing wearable
device authentication mechanisms include knowledge-based
regular PIN locks or pattern locks [2], which suffer from
scalability concerns [6], since in the IoT world users are
flooded with passwords/PINs to obtain access to various ob-
jects and services. Additionally, knowledge-based approaches
require users to explicitly interact with a display (if present),
which can be inconvenient to use [6], [5]. One consequence
of this is that many users completely omit the authentication
process and leave their devices vulnerable to attacks. Finally,
knowledge-based approaches also suffer from observation
attacks such as shoulder surfing [6]. Therefore, in recent
years, biometric-based solutions have been proposed, since
they provide opportunities for implicit authentication, i.e., no
direct user involvement or attention is required [6], [5]. How-
ever, biometric-based authentication also has challenges and
shortcomings, specifically in terms of accuracy and usability.
For example, behavioral biometric-based approaches (e.g., gait
and gesture) often fail to authenticate a user during periods of
low physical activity (e.g., during sedentary tasks) [7], [5],
and physiological biometric-based approaches (e.g., ECG or
EEG signals) require very precise readings from expensive
sensors, which are not available on most wearables due to
computational and energy constraints [8].
II. RELATED WORK
Compared to mobile device user authentication, wearable
device user authentication is a relatively new research area and
traditional user authentication approaches are often not suit-
able for wearable devices, where computational capabilities
and energy resources are much more constrained, or where
low-cost sensors may be less accurate (noisy data record-
ings) or collect recordings only infrequently (e.g., once per
minute) [8]. For example, most wearable health trackers make
occasional heart rate measurements only instead of collecting
raw and much more detailed (but also more costly in terms
of energy and computational burden) ECG measurements.
Recently researchers have proposed authentication techniques
based on behavioral biometrics (e.g., gait [7], gesture [9], and
activity type [1], [5]) and physiological biometrics (e.g., PPG
signals [10]). Almost all of these studies are based on con-
trolled data collections and the accuracy of these techniques
has often been verified with limited numbers of subjects and
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over short time periods only. All of these user authentica-
tion techniques are also context dependent, e.g., behavioral
biometric-based approaches do not work during sedentary
periods, a model developed for one activity type does not work
for other types, and heart rate values captured by a PPG sensor
are affected by activity types and their intensities. Therefore,
there is a need for a generic authentication approach that is
able to consider different combinations of easily obtainable
coarse-grained biometric data.
III. APPROACH
In this work, we propose an implicit and reliable wear-
able device user authentication scheme that relies on coarse-
grained minute-level biometrics that are widely available on
state-of-the-art wearables. While the combination of multiple
biometrics will result in highly accurate user identification,
the reliance on coarse-grained readings from sensors that are
commonly found on most fitness and health trackers makes
the proposed solution easy to deploy and resource efficient.
Compared to our previous work [11], [12], in this paper,
we investigate how different combinations of four common
biometrics perform when authenticating users during both
sedentary and non-sedentary periods. Before we describe the
details of the authentication models, we first discuss the
dataset, pre-processing steps, feature computation, and feature
selection. For the following analysis we use minute-level heart
rate, calorie burn, step counts, and metabolic equivalent of
task (MET) as sensor data.
A. NetHealth Study Dataset
The NetHealth mobile crowd sensing (MCS) study [11],
[12], [13], [14], [15], [16], [17], [18], [19], [20], [21], [22]
began at the University of Notre Dame in 2015. For this
study, over 400 individuals were recruited from the freshmen
class and the students were instructed to continuously wear
a Fitbit Charge HR device that was provided to them. The
data being collected by the Fitbit devices include minute-
level heart rate, average heart rate, calorie burn, metabolic
equivalent of task or MET, physical activity level/intensity
(e.g., sedentary, light, fair, and high), step count, sleep status,
and self-recorded activity labels. These collected data can be
divided into three biometric groups: behavioral (e.g., step
counts, activity level/intensity), physiological (e.g., heart rate),
and hybrid (e.g., calorie burn, MET) biometrics, where hybrid
biometrics are derived from both behavioral and physiological
biometrics.
B. Data Pre-Processing and Feature Computation
Since we are using a real-world dataset, we first need to
clean the dataset before using it. Then, we need to segment
the continuous stream of biometrics, followed by feature
computations before we can build our authentication models.
1) Filtering Invalid Activity Data: A Fitbit device collects
heart rate data only when the device is actually worn, but the
device collects activity data all the time, even if the device is
not worn. Therefore, before we can use the activity data for
our analysis, we need to remove “invalid” periods, i.e., the
device is not worn. For our analysis, we consider data from
421 Fitbit users.
2) Data Segmentation and Feature Computation: For the
classification task, we first segment continuous heart rate,
calorie burn, MET, and step counts into five-minute non-
overlapping windows starting from a change of activity levels.
Since the sampling rate is one sample per minute, each window
contains five consecutive samples. When we segment the data
into windows, we start from the beginning of an activity level
and check for the next five minutes if the same activity level
continues. With this approach, we set the reference point at
the beginning of an activity level, since the biometrics vary
across different activity levels.
For each biometric, we compute 31 statistical features
in both time and frequency domains: mean (µ), standard
deviation (σ), variance (σ2), coefficient of variation (cov),
maximum (max), minimum (min), range (ran), coefficient
of range (coran), percentiles (p25, p50, p75, and p95), inter
quartile range (iqr), coefficient of inter quartile range (coi),
mean absolute deviation (mad µ), median absolute devia-
tion (mad Mdn), mean frequency (f µ), median frequency
(f Mdn), power (P ), number of peaks (np), energy (E), root
mean square (rms), peak magnitude to rms ratio (p2rms), root
sum of squares (rss), signal to noise ratio (snr), skewness (γ),
kurtosis (κ), amplitude of the main frequency (a main) and
secondary frequency (a sec), and main frequency (f main)
and secondary frequency (f sec) of the Discrete Fourier
Transform (DFT) signal obtained using the Fast Fourier Trans-
form (FFT) function for each window of biometric data. For
non-sedentary periods, we also consider the activity level as
an additional feature. Therefore, we compute a maximum of
124 and 125 features for each window during sedentary and
non-sedentary periods, respectively.
In the rest of this paper, each biometric is referred to by
its initial: “C” (calorie burn), “S” (step count), “M” (MET),
and “H” (heart rate). Combinations of these letters are used to
represent the corresponding combinations of the biometrics,
e.g., “CH” represents a combination of calorie burn and heart
rate. Therefore, a biometric combination b ∈ {C, S, M, H, CS,
CM, CH, SM, SH, MH, CSM, CSH, CMH, SMH, CSMH}.
C. Feature Selection
To find relevant features, we first use the Two-sample
Kolmogorov-Smirnov (KS)-test with the null hypothesis H0:
“the two data sets are from the same distribution.” For each
feature, we calculate the p-value for data points from each
pair of subjects and drop a feature if most of its p-values
are higher than α = .05, i.e., the non-discriminating features.
We find that during sedentary minutes the behavioral biometric
(step count) has no significant feature. However, the behavioral
biometric contributes to a good number of significant features
during non-sedentary (i.e., lightly, fairly, and highly active)
minutes.
Next, we apply the Coefficient of Variation (COV)-approach
on features obtained from the KS-test. The feature that varies
Fig. 1. Average ACC and FCD across different values of parameter xσt
during non-sedentary periods.
more (i.e., higher cov values) across subjects has a higher
chance of capturing subject varying information, i.e., it can
be an influential feature and can better distinguish the subject
compared to less influential features that do not vary much.
Compared to our previous standard deviation-based approach,
the COV-approach is a better measure when comparing dif-
ferent features since cov is a measure of relative variability,
i.e., cov = σ/µ. For each biometric combination and its
associated feature set, we compute the cov of all features in
the set and then we find the maximum of the cov values of all
features in the set. Next, we compute a set of thresholds using
xσt ∈ {10, 20, ..., 90} percent of that maximum cov value.
Finally, for each threshold, we pick only those features that
have cov values higher than the threshold.
Finding a proper threshold xσt can be tricky; if it is chosen
too small, this may lead to a feature set containing redundant
and less important features, which may lead to overfitting. In
contrast, if the threshold is chosen too high, this may lead to
a very small feature set and poor accuracy. In Section IV-B1,
we present the optimal values of xσt.
A sample feature set obtained using the COV-approach
during non-sedentary periods with b = CM and xσt = 30%
consists of 27 features: “C” (µ, σ, max, min, ran, p25,
p50, p75, p95, iqr, mad µ, mad Mdn, rms, rss, a main,
a sec) and “M” (µ, max, p25, p50, p75, p95, P , E, rms,
rss, a main).
IV. USER AUTHENTICATION
In this section, we analyze the performance of different fea-
ture sets using the binary Quadratic Support Vector Machine
(q-svm), the best classifier to authenticate wearable device
users as found in our previous work [12]. Before analyzing
the performance, we prepare our training-testing datasets.
When preparing the datasets, the number of windows that we
consider is at least 10 times the number of features in the set.
This helps to avoid overfitting. For each feature set, we further
balance the dataset by randomly selecting the same number of
windows per activity level per subject. Next, we split the entire
dataset into 75%–25% for training and testing.
A. Performance Measures
To evaluate the performance of different feature sets we use
Accuracy (ACC) (in %) as the primary measure, which is the
fraction of predictions that are correct, i.e., (TP+TN)/(TP+
Fig. 2. Bar graphs of authentication Average ACC (in %) and FCD (in %)
variations across different biometrics of the COV-approach. The bars inside
each subplot are sorted based on average ACC and FCD values. The best
biometrics obtained from the two subplots are (a) b = CSMH and (b)
b = CM .
TN + FP + FN) × 100%, where terminologies have their
usual meaning in machine learning. We also consider Feature
Count Decrease (FCD) (in %) as an additional performance
measure. This is a measure of improvement in feature count
that a feature selection approach can achieve defined as
FCD = (nT − n)/nT × 100%, where nT and n are the
maximum number of features in the initial feature set that we
start with (i.e., 124 for sedentary and 125 for non-sedentary
periods with b = CSMH) and the number of features in a
feature set, respectively. If two feature sets achieve the same
accuracy, then the set with higher FCD, i.e., lower feature
count, is better since it will lower the computational load,
while achieving the same accuracy as the other set.
B. User Authentication Models
When building authentication models for a feature set with
N subjects (each having |W | random windows), we train and
test N binary q-svm classifiers. Each of these N classification
models is used to authenticate a subject from the other N − 1
subjects. Each subject is identified by an anonymous subject
ID. We perform wearable device user authentication separately
for sedentary and non-sedentary periods. First, we find the
optimal sets of parameters for different feature selection
approaches (Section IV-B1). Next, for each feature selection
approach, using its optimal parameter set, we then compare the
performance of different biometrics to find the best biometric
combination (Section IV-B2).
1) Finding Optimal Parameter Sets: To find the optimal
parameter set for each feature selection approach, we first
compute the average of all ACC and FCD values obtained
for all possible combinations of subjects and biometrics.
TABLE I
AUTHENTICATION ACCURACY SUMMARY (l = 0 IS sedentary AND l = 1 IS
non-sedentary
l App- mean (SD) mean (SD) Best biometric’s mean
-roach ACC FCD ACC (b, n,N, |W |)
0 COV 53.12 (1.03) 98.62 (0.59) 55.46 (CMH,3,415,475)
KS 76.26 (12.46) 64.06 (15.24) 91.71 (CM,53,412,544)
1 COV 68.24 (10.03) 83.24 (6.67) 88.00 (CM,27,332,331)
KS 73.89 (9.80) 70.97 (13.26) 88.40 (CM,30,332,331)
Then graphically we determine the optimal parameter setting.
Figure 1 shows an example of optimal parameter selection
for the COV-approach during non-sedentary periods. In this
figure we observe that with the increase of xσt the average
ACC decreases, but FCD increases. Therefore, we try to find
an optimal value of xσt at which both ACC and FCD achieve
higher values. We pick xσt = 30% as our optimal value since
after this xσt ACC drops and reaches saturation. Similarly,
FCD reaches saturation after xσt = 30% (Figure 1). We obtain
the xσt threshold value for sedentary periods using the same
approach.
2) Comparing Biometrics of Each Feature Selection Ap-
proach: First, we investigate how classifier performance varies
across different biometrics for the same feature selection
approach. Figure 2 shows the ACC and FCD variation across
different biometrics and their associated feature sets obtained
from the COV-approach. In Figure 2 (a) we observe that
during sedentary periods all biometrics except the behav-
ioral biometric (i.e., step counts) perform similarly. During
non-sedentary periods b = CM has the best performance
compared to the other 14 biometrics (Figure 2 (b)). Table I
summarizes the user authentication performance, where the
average ACC and FCD values are computed from all possible
15 biometric combinations under a specific feature selection
approach. Similarly, the last column in the table also represents
an average ACC, but it is computed for a particular biometric
combination under a specific feature selection approach. For
example, we obtain an average ACC = 55.46 for b = CMH
under the COV-approach during sedentary periods. On average
the KS-approach achieves a better ACC compared to the COV-
approach. However, the KS-approach has a poor average FCD
compared to the COV-approach. In the last column (i.e., “Best
biometric’s mean ACC” column) in Table I we observe that
the two hybrid biometrics (calorie burn (C) and MET (M))
together perform better than other biometrics. During non-
sedentary periods the KS- and COV-approaches have similar
performances. However, during sedentary periods there is a
big difference between KS- and COV-approaches.
V. CONCLUSIONS
To our best knowledge, our work is the first to use three
different types of less informative coarse-grained processed
biometric data (i.e., behavioral, physiological, and hybrid) to
authenticate the wearable device users implicitly during both
sedentary and non-sedentary periods.
Our findings from the different combinations of the four
biometrics (Section IV-B2) show that when behavioral bio-
metrics (step counts) fail to authenticate a user during seden-
tary periods, our multi-modal biometric-based approach can
still authenticate the users with a good average accuracy
(around 92% with Genuine Acceptance Rate (GAR) = .98,
obtained from a set of 412 subjects). Similarly, for non-
sedentary periods we achieve an average accuracy of 88%
with GAR = .99 using only 27 features (based on a set of
332 subjects). In general, we find that the hybrid biometrics
(calorie burn and MET) achieve better performance compared
to other biometrics. These accuracy values can further be
improved by considering various spatio-temporal factors that
can impact person-dependent biometrics. However, to make
the authentication approach generic, we build models with
relatively smaller feature sets.
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